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Summary of audit results

After auditing, 2 High-risk, 2 Medium-risk, 4 Low-risk and 2 Info items were identified in the FstSwap-

Nodes project. Specific audit details will be presented in the Findings section. Users should pay attention to

the following aspects when interacting with this project：

*Notes：

 Project Description:

1. Business overview

The Nodes contract is a node election governance contract. In FstSwap, any Fist holder can apply to stake

21,000 Fist to become a node. There are only 210 valid nodes.Users who hold FRT tokens can vote for

nodes. The top 37 nodes with the highest number of votes will become formal nodes, and the 38th to

210th nodes will become candidate nodes. All formal nodes and candidate nodes have the right to initiate

proposals to modify FstSwap network parameters. The node creator has the right to dissolve. After

dissolution, it will be regarded as an invalid node, and will lose node rights and rewards, and will not be

able to apply for joining again.
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1 Overview

1.1 Project Overview

Project Name FstSwap-Nodes

Platform BNB Chain

Contract address 0x73B19737E30481FfBceC84D81d326266E0eEd2c5

File hash(sha256) Nodes.sol

0ffeaa1431d261a3fee24e427d1dc8700690cfc0d85da34c025957cf
6bf17511(Initial)

ffa465e9a0020f158dd2e649c3fce2ab96645fc5f33af01d6a21b27f7
6487d80(Final)

1.2 Audit Overview

Audit work duration: May 21, 2022 – May 23, 2022

Report update time: May 24, 2022

Audit methods: Formal Verification, Static Analysis, Typical Case Testing and Manual Review.

Audit team: Beosin Technology Co. Ltd.
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2 Findings

Index Risk description Severity level Status

FstSwap-Nodes-1 The rankDown function design flaws High Fixed

FstSwap-Nodes-2 There is no interface for withdrawing farm stake
tokens in the contract High Acknowledged

FstSwap-Nodes-3 The code is missing a semicolon Medium Fixed

FstSwap-Nodes-4 The init function lacks permission control Medium Fixed

FstSwap-Nodes-5 Improperly designed update function Low Fixed

FstSwap-Nodes-6 Improper calculation of pendingFonvity and
ownerPendingFonvity functions Low Fixed

FstSwap-Nodes-7 Nodes with other users cannot be staked Low Fixed

FstSwap-Nodes-8 The contract will lock a small amount of reward
tokens Low Acknowledged

FstSwap-Nodes-9 Can't register after deletion Info Acknowledged

FstSwap-Nodes-10 Improperly designed unreg function Info Fixed

Risk Details Description:
1. FstSwap-Nodes-2 is not fixed and the project party will lose the tokens in the farm contract.

2. FstSwap-Nodes-8 is not fixed and the contract will lock a small amount of reward tokens.

3. FstSwap-Nodes-9 is not fixed but does not cause security issues.
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[FstSwap-Nodes-1] The rankDown function design flaws

Severity Level High

Type Business Security

Lines Nodes.sol#L749

Description The rankDown function in the Nodes contract is wrongly judged, which will cause

the node with a small total amount of stakes to have no rank and no decline.

Figure 1 Source code of rankDown function (Unfixed)

Recommendations It is recommended to modify it to be greater than.

Status Fixed.

Figure 2 Source code of rankDown function (Fixed)
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[FstSwap-Nodes-2] There is no interface for withdrawing farm staked tokens in

the contract

Severity Level High

Type Business Security

Lines Nodes.sol

Description In the Nodes contract, there is no function to withdraw the tokens staked in the farm

contract, which will cause funds to be locked in the farm contract.

Recommendations It is recommended to add the withdraw function to the farm contract.

Status Acknowledged. Project party description: At that time, they will issue a new token and

transfer it to the contract, and then the contract will not be retrieved when it is staked on the

farm.
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[FstSwap-Nodes-3] The code is missing a semicolon

Severity Level Medium

Type Coding Conventions

Lines Nodes.sol#L699,875,887,889

Description The following code is missing a semicolon, which will cause the contract to fail to

deploy.

Figure 3 Source code of related function (Unfixed)

Figure 4 Source code of related function (Unfixed)

Recommendations It is recommended to add a semicolon.

Status Fixed.

Figure 5 Source code of related function (Fixed)
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Figure 6 Source code of related function (Fixed)
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[FstSwap-Nodes-4] The init function lacks permission control

Severity Level Medium

Type Business Security

Lines Nodes.sol#L605-611

Description The init function in the Nodes contract lacks permissions, and if it is called from a

malicious address, the contract will be unusable.

Figure 7 Source code of init function (Unfixed)

Recommendations It is recommended to add an access control.

Status Fixed.

Figure 8 Source code of init function (Fixed)
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[FstSwap-Nodes-5] Improperly designed update function

Severity Level Low

Type Business Security

Lines Nodes.sol#671-679

Description In the update function of the Nodes contract, when the rate of the node is updated, the

user's reward is not settled, which will cause the user's reward to change.

Figure 9 Source code of update function (Unfixed)

Recommendations It is recommended to settle the user's reward first, and then update the node's rate.

Status Fixed.

Figure 10 Source code of update function (Fixed)
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[FstSwap-Nodes-6] Improper calculation of pendingFonvity and

ownerPendingFonvity functions

Severity Level Low

Type Business Security

Lines Nodes.sol#L689,701

Description The pendingFonvity and ownerPendingFonvity functions in the Nodes contract

calculate the ratedAmount improperly, which will result in a smaller value of the

calculated ratedAmount.

Figure 11 Source code of pendingFonvity and ownerPendingFonvity functions (Unfixed)

Recommendations It is recommended to multiply and then divide.

Status Fixed.

Figure 12 Source code of ownerPendingFonvity function (Fixed)

Figure 13 Source code of pendingFonvity function (Fixed)
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[FstSwap-Nodes-7] Nodes with other users cannot be staked

Severity Level Low

Type Business Security

Lines Nodes.sol#L789-793,639

Description In the deposit function, if someone maliciously adds nodes to 210 nodes, it will cause

other users to be unable to stake on other nodes. Because only little FIST tokens are

needed according to a calculation of 21 nodes, the attack cost is not high.

Figure 14 Source code of reg function (Unfixed)
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Figure 15 Source code of deposit function

Recommendations It is recommended to increase the cost of the attack.

Status Fixed.

Figure 16 Source code of reg function (Fixed)
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[FstSwap-Nodes-8] The contract will lock a small amount of reward tokens

Severity Level Low

Type Business Security

Lines Nodes.sol#L713

Description When the massUpdateNodes function updates the reward, it settles the node's reward

without judging the number of nodes, which will cause the reward token to be locked

in the contract. Of course, when the user is not staking, the user's reward is also

counted, which also results in remaining reward tokens in the contract.

Figure 17 Source code of massUpdateNodes function

Recommendations It is recommended to add a contract renounce function. When the contract is

renounced, the reward tokens in the contract can be withdrawn.

Status Acknowledged.
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[FstSwap-Nodes-9] Cannot register after deletion

Severity Level Info

Type Business Security

Lines Nodes.sol#L634-667

Description In the Nodes contract, after calling the unreg function, the node address cannot call the reg

function again because nodeAdded has been set to true.

Figure 18 Source code of unreg and reg functions

Recommendations It is recommended to allow users to register again.

Status Acknowledged. Project party description: this is to meet design requirements.
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[FstSwap-Nodes-10] Improperly designed unreg function

Severity Level Info

Type General Vulnerability

Lines Nodes.sol#L660-667

Description In the unreg function in the Nodes contract, if the fist token supports transfer and

notification, it will cause a reentrancy attack.

Figure 19 Source code of unreg function (Unfixed)

Recommendations It is recommended to add the nonReentrant modifier to the function.

Status Fixed.

Figure 20 Source code of unreg function (Fixed)
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3 Appendix

3.1 Vulnerability Assessment Metrics and Status in Smart Contracts

3.1.1 Metrics

In order to objectively assess the severity level of vulnerabilities in blockchain systems, this report

provides detailed assessment metrics for security vulnerabilities in smart contracts with reference to

CVSS 3.1 (Common Vulnerability Scoring System Ver 3.1).

According to the severity level of vulnerability, the vulnerabilities are classified into four levels:

"critical", "high", "medium" and "low". It mainly relies on the degree of impact and likelihood of

exploitation of the vulnerability, supplemented by other comprehensive factors to determine of the

severity level.

Impact
Likelihood

Severe High Medium Low

Probable Critical High Medium Low

Possible High High Medium Low

Unlikely Medium Medium Low Info

Rare Low Low Info Info

3.1.2 Degree of impact

 Severe

Severe impact generally refers to the vulnerability can have a serious impact on the confidentiality,

integrity, availability of smart contracts or their economic model, which can cause substantial

economic losses to the contract business system, large-scale data disruption, loss of authority

management, failure of key functions, loss of credibility, or indirectly affect the operation of other

smart contracts associated with it and cause substantial losses, as well as other severe and mostly

irreversible harm.

 High

High impact generally refers to the vulnerability can have a relatively serious impact on the

confidentiality, integrity, availability of the smart contract or its economic model, which can cause a

greater economic loss, local functional unavailability, loss of credibility and other impact to the

contract business system.
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 Medium

Medium impact generally refers to the vulnerability can have a relatively minor impact on the

confidentiality, integrity, availability of the smart contract or its economic model, which can cause a

small amount of economic loss to the contract business system, individual business unavailability

and other impact.

 Low

Low impact generally refers to the vulnerability can have a minor impact on the smart contract,

which can pose certain security threat to the contract business system and needs to be improved.

3.1.4 Likelihood of Exploitation

 Probable

Probable likelihood generally means that the cost required to exploit the vulnerability is low, with no

special exploitation threshold, and the vulnerability can be triggered consistently.

 Possible

Possible likelihood generally means that exploiting such vulnerability requires a certain cost, or there

are certain conditions for exploitation, and the vulnerability is not easily and consistently triggered.

 Unlikely

Unlikely likelihood generally means that the vulnerability requires a high cost, or the exploitation

conditions are very demanding and the vulnerability is highly difficult to trigger.

 Rare

Rare likelihood generally means that the vulnerability requires an extremely high cost or the

conditions for exploitation are extremely difficult to achieve.

3.1.5 Fix Results Status

Status Description

Fixed The project party fully fixes a vulnerability.

Partially Fixed The project party did not fully fix the issue, but only mitigated the issue.

Acknowledged The project party confirms and chooses to ignore the issue.



FstSwap-Nodes Security Audit

18

3.2 Audit Categories

No. Categories Subitems

1 Coding Conventions

Compiler Version Security

Deprecated Items

Redundant Code

require/assert Usage

Gas Consumption

2 General Vulnerability

Integer Overflow/Underflow

Reentrancy

Pseudo-random Number Generator (PRNG)

Transaction-Ordering Dependence

DoS (Denial of Service)

Function Call Permissions

call/delegatecall Security

Returned Value Security

tx.origin Usage

Replay Attack

Overriding Variables

Third-party protocol interface consistency

3 Business Security

Business Logics

Business Implementations

Manipulable token price

Centralized asset control

Asset tradability

Arbitrage attack

Beosin classified the security issues of smart contracts into three categories: Coding Conventions, General

Vulnerability, Business Security. Their specific definitions are as follows:

 Coding Conventions

Audit whether smart contracts follow recommended language security coding practices. For example,

smart contracts developed in Solidity language should fix the compiler version and do not use

deprecated keywords.
 General Vulnerability
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General Vulnerability include some common vulnerabilities that may appear in smart contract

projects. These vulnerabilities are mainly related to the characteristics of the smart contract itself,

such as integer overflow/underflow and denial of service attacks.
 Business Security

Business security is mainly related to some issues related to the business realized by each project,

and has a relatively strong pertinence. For example, whether the lock-up plan in the code match the

white paper, or the flash loan attack caused by the incorrect setting of the price acquisition oracle.

*Note that the project may suffer stake losses due to the integrated third-party protocol. This is not something Beosin can control.

Business security requires the participation of the project party. The project party and users need to stay vigilant at all times.
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3.3 Disclaimer

The Audit Report issued by Beosin is related to the services agreed in the relevant service agreement. The

Project Party or the Served Party (hereinafter referred to as the "Served Party") can only be used within the

conditions and scope agreed in the service agreement. Other third parties shall not transmit, disclose, quote,

rely on or tamper with the Audit Report issued for any purpose.

The Audit Report issued by Beosin is made solely for the code, and any description, expression or wording

contained therein shall not be interpreted as affirmation or confirmation of the project, nor shall any warranty

or guarantee be given as to the absolute flawlessness of the code analyzed, the code team, the business model

or legal compliance.

The Audit Report issued by Beosin is only based on the code provided by the Served Party and the technology

currently available to Beosin. However, due to the technical limitations of any organization, and in the event

that the code provided by the Served Party is missing information, tampered with, deleted, hidden or

subsequently altered, the audit report may still fail to fully enumerate all the risks.

The Audit Report issued by Beosin in no way provides investment advice on any project, nor should it be

utilized as investment suggestions of any type. This report represents an extensive evaluation process designed

to help our customers improve code quality while mitigating the high risks in Blockchain.
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3.4 About BEOSIN

Affiliated to BEOSIN Technology Pte. Ltd., BEOSIN is the first institution in the world specializing in the

construction of blockchain security ecosystem. The core team members are all professors, postdocs, PhDs, and

Internet elites from world-renowned academic institutions.BEOSIN has more than 20 years of research in

formal verification technology, trusted computing, mobile security and kernel security, with overseas

experience in studying and collaborating in project research at well-known universities. Through the security

audit and defense deployment of more than 2,000 smart contracts, over 50 public blockchains and wallets, and

nearly 100 exchanges worldwide, BEOSIN has accumulated rich experience in security attack and defense of

the blockchain field, and has developed several security products specifically for blockchain.



Official Website

https://www.beosin.com

Telegram

https://t.me/+dD8Bnqd133RmNWNl

Twitter

https://twitter.com/Beosin_com

Email

Contact@beosin.com
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